Abstract---
INTRODUCTION
HE process of embedding information into a digital signal which may be used for secure communication between the sender and recipient is called Digital watermarking. The information may be embedded in the digital signal such asaudio, image or video [8] . These days the use of internet has become a part and parcel in man's life. Information in form of digital images and video can be send and receive through the internet. The ever increasing efficacy of the internet and the ease of availability of sophisticated software make it possible to manipulate the digital content. Therefore the requirement for protection of digital content against unauthorized replication and modification has become the area of concern. A Digital Rights Management(DRM) technique deals with the ownership rights of the digital content. Digital watermarking though not complete DRM mechanism can be utilized in DRM systems to prevent unauthorized access and undesirable manipulation, thereby assuring authentication [2] , [3] .
In Digital watermarking, information is embedded in the form of symbol, text or a number. In case of invisible watermark it must be ensured that the modification of the media, as a result of embedding information, is imperceptible. Depending on perceptibility, digital watermarking has been divided into two types-: (i) Visible Watermark (ii) Invisible Watermark [7] . Classification can also be made on the basis of whether or not any Transformation technique has been implemented, namely-(i) Spatial Domain Watermarking [1] [12] (ii) Transform Domain Watermarking [5] [16] .
Information transmitted through perilous communication channels is prone to contamination with undesirable and pernicious data or information may be tampered. To prevent this, the concept of Pseudo random Noise sequence is widely used in the domain of image watermarking and in steganography. In order to ensure secure data communication through the insecure communication channels, it is therefore necessary to utilize some stern and effective mechanism. Spread Spectrum watermarking technique is such a mechanism where, the information is spread over a larger frequency so that during extraction the integrity of the information is not surrogated [4] , [5] . Spread spectrum (SS) watermarking may be used in fragile and semi fragile watermarking by keeping the chip rate low [6] . The term chip rate indicates the number of cover signal's sample over which the watermark bit is spread [9] .
The objective of this paper is to design VLSI architecture for the given image watermarking algorithm that caters to the need of media authentication as well as secure transfer of image [14] [15] . Hardware implementation of digital watermarking [11] provides several advantages over its software counterpart in terms of less area requirement, low execution time, and less power consumption. In this paper, the architecture that has been created for the given watermarking algorithm, enables watermarking to be implemented instantaneously at the time of capturing the image rather than using a software procedure that calls for greater execution time. Architecture has also been developed of the proposed algorithm. Digital design of the embedding portion of the proposed algorithm using FPGA has been developed. The example of TV broadcast will highlight the significance where digital media is to be marked in real time and hardware is the only solution. Another example is the solution to establishing the chain of custody for forensic digital photographers [10] .
The rest of the paper is organized as follows. Section II describes the proposed watermarking algorithm. Section III and IV gives the Analysis and Attacks of the proposed watermarking scheme. Section V and VI represents the VLSI architecture of the Encoder and Decoder of the proposed algorithm. Section VII depicts the Result of proposed method where the device utilization table gives the synthesis report while section VIII administers the Conclusion.
II. PROPOSED WATERMARKING ALGORITHM
The following two subsections describe different steps in watermark embedding and decoding process respectively. Here, Binary watermark is embedded directly to the pixel values of each block of the cover image using SS modulation. During decoding, watermark information is extracted using normalized correlation and the extraction of binary watermark is done using channel decoding and spatial bi-phase demodulation [13] .
Watermark Embedding
The Spread spectrum (SS) watermarking using binary watermark in spatial domain is discussed in details in the following section. Different steps for watermark embedding are described as follows:
Step1: Image Partitioning
The cover image is taken as F, where F = {F ij , 1≤ i ≤F length , 1≤ j ≤ F width }, while F ij ∈ {0, 1,… ,255}, F length is the image length and F width the width of image. Now we partition the cover image into (m x m) blocks which is non-overlapping, where m = 4, 8, 16, 32 etc. Suppose we call them as H ij , where 'i' is the number of rows and 'j' is the number of columns.
Step 
∈
Step 3: Formation of Compare Bit
The MSB plane of 2-D pixel values of H ij is converted to 1-D strings. This forms the string1. Another binary string, string2 is formed using the bit values of the binary watermark image. An extended binary string is made by incorporating redundancy (repeating each bit 16 times). Now, the set of the strings formed from the cover image and the watermark image are compared with one another. If there occurs more than 50% positional match of the bits in the above form matrix, a bit '1' is assigned for the string otherwise bit '0'. Bit '1' indicates inphase condition of two strings while out of phase condition is denoted by bit '0'.
Step 4: Generation of PN Code
We derive the vector S LxL from the PN (Pseudo Noise) sequence generated from the polynomial defined for a particular image length over which the message would be embedded. S = {s 1 , s 2 , s 3 ,…..,s LxL }, s i {0, 1}. The vector Z is created by z i = 2s j -1, where z i ∈ {1,-1}. If there are equal numbers of zeroes and ones are present is S then the vector Z will be a vector with zero mean. We have to generate 4 PN (Pseudo Noise) codes of length (n x n), where n = 4, 8, 16 etc.
∈
Step 5: Watermark Embedding We now embedded the cover image with the watermark image using the Spread Spectrum (SS) watermarking scheme. The rule is given as: The value of the modulation index is calculated through experimental result evaluation.
Watermark Image Extraction & Message Decoding
The watermark recovery process requires the sets of PN matrices (S) that were used for data embedding. Different steps for watermark decoding are described as follows:
Step 1: Image Partitioning
The received image R may be tampered with noise for which the brightness of the image can vary. The received image R is partitioned into 8x8 non overlapping blocks, suppose R * ij where, i is number of rows and j is number of column.
Step 2: Correlation Calculation
Correlation values between the watermarked image matrix and each code pattern of the set (S) are calculated. We have a total of (M m .N m ) (equal to the number of watermark bits) correlation values (r i ) where i=1, 2… M m .N m .
The decision rule for the decoded watermark bit is as follows:
1. For r i ≥ 0, the extracted bit is 0 2. For r i < 0, the extracted bit is 1.
Step 3: Substring Decoding MSB plane of the individual blocks of watermarked image or its distorted version is picked up and a set of 1D string P i = {P 1 , P2, P3, P4} is generated from the 8x8 block. Bi-phase demodulation scheme is used in this stage. Based on the value of the extracted bit in the decoded watermark, the string either remains unchanged (if detected bit is '1') or complemented (if detected bit is '0').
Step 4: Message Decoding
Each string obtained in the above process is used to get back the binary watermark (bit redundancy). Binary detection is then applied for each substring based on the majority decision rule i.e. if more than 50% symbols are '1' in a sub substring, decision for decoding is '1', otherwise '0'. The embedded binary digits obtained from the substrings are then converted to the pixel (each pixel of watermark image is represented by single bit) and binary watermark image is extracted.
III. ANALYSIS OF WATERMARKED IMAGE
The analysis of the watermarked image and the extracted watermark is done on the basis of the image quality and the perceptibility of the image and the amount of intrusion due to watermarking in the watermarked image. Also the error calculation of the extracted binary watermark compared to the original watermark is taken into account. Last but not the least we analyzed the variation of modulation index along with image quality.
The Structural Similarity (SSIM) index is a method for measuring the similarity between two images. The Peak Signal to Noise Ratio (PSNR) is the ratio of the maximum signal power to the corrupting noise power. The Mean Absolute Error (MAE) is a signal fidelity measure where the goal is to compare two signals by providing a quantitative score that describes the degree of similarity/ fidelity or, conversely, the level of error/distortion between them. Universal Image Quality Index (Q) is a characteristic [21] of an image that measures the diminution or distortion of the received image to the original one. The Normalized Correlation (NC) is used to measure the similarity between two images. The above s sults of each. T e influence of t e that the modu recovery of t trusion in the re 
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VIII. CONCLUSIONS
In this paper we have proposed a spatial domain image watermarking scheme using binary watermark by combined use of channel coding and spread spectrum modulation. The algorithm is simple with low computation cost and can be easily implemented in hardware. Digital design of the proposed algorithm using FPGA has been developed and thus makes it suitable for real time authentication as well as secured communication. The analysis of the watermark image shows with the increase of the value of Modulation Index (K) the Quality of the retrieved binary watermark increases but the perceptual quality of the embedded image degrades. Hence there is a trade off between these two parameters. The VLSI architecture of the Encoder and Decoder had been implemented with Xilinx based Virtex 2pro FPGA and the observations are mentioned.
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